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Corepoint Integration Engine™
Technical Overview

Corepoint Integration Engine is a new generation of interface engine that provides flexibility in
message management, routing, mapping, and database access. The engine is designed around
easier workflow and lower cost of ownership compared to other engines. Graphical tools and a
published APl make it possible to quickly build real world healthcare interfaces, including
support for many message formats (HL7, XML, CSV, X12, Clinical Document Architecture -
CDA, Continuity of Care Record - CCR, Continuity of Care Document - CCD, DICOM, custom
formats, etc.) and communications protocols (TCP/IP, MLP, files, HTTP, MSMQ, Web Services,
etc.)

Corepoint Integration Engine can be used to:

»  Provide a hospital, imaging center, clinic, lab, ASP, or other facility a core interface engine.
It provides message routing, filtering, and message transformation using powerful tools
and adaptable publish/subscribe techniques.

» HL7-enable a commercial or internally-developed clinical application. It provides for direct
mapping of HL7 messages into a database via query/read/write and flexible data
manipulation.

Healthcare Provider: Using Corepoint Integration Engine as an Interface Engine
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As illustrated above, healthcare providers and vendors use Corepoint
Integration Engine to map, route, and filter messages. The key benefits in
using Corepoint Integration Engine as an interface engine include:

;ﬁ Corepoint

HEALTH



» Lowering the cost of initial implementation and on-going support of
interface environment

» Leveraging investment in interfaces by repurposing existing data flows

» Broadening the role of interfaces though data extraction and the
creation of an operational data store in any database

» Focusing on interface quality through industry-leading monitoring,
alerting, and debugging tools

v

Adapting existing message flows without vendor involvement

Healthcare Vendor: Using Corepoint Integration Engine as a HL7 Subsystem
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Clinical application development teams create HL7 export and import
modules that manage the sending and receiving of healthcare messages
typically in an HL7 message format through TCP/IP connections. These
modules are created using custom code or built with third-party tools.
There are many benefits to having a fully-featured HL7-subsystem based on
Corepoint Integration Engine:

» Leveraging proven interfacing technology that provides a fast
customer-focused implementation cycle

»  Achieving full HL7 compliance with support for all versions of HL7
2.X messaging, HL7 Version 3, CDA, CCD, CCR, IHE, and CCHIT

»  Extending application integration reach through flexible HL7
derivatives, data mapping, code set conversion, custom Z segments,
data types, and message triggers

»  Ensuring message delivery with extensive support for HL7's MLP
protocol and acknowledgement handling

» Providing high quality clinical data through message validation
» Focusing product development efforts on a single iteration touch

point with other applications and mapping foreign workflows, data
models, and code sets onto native application functionality



You do not need to be a programmer or an HL7 expert to create and
maintain interfaces using Corepoint Integration Engine. Simply define the
data you want and where it should be sent.

Corepoint Integration Engine makes it simple to:

Create new interfaces

Monitor connection states

Define database relationships

Review messages sent across an interface

Resend selected messages one at a time or in batches

Enhance service levels through automated alerting (visual and e-mail)

of unusual conditions

Key Corepoint Integration Engine
Features

API for extending Corepoint Integration
Engine’s core functionality

GUI driven Routing, Mapping, and Filtering

Agile connection creation

Processes HL7 2.X and HL7 3.0 messages

Built-in support for CDA, CCR, CCD, X12,
and DICOM

GUI driven process to define your specific
HL7 messages and Z segments

Complete TCP/IP (MLP) communication
infrastructure

Robust HL7-to-XML-to-HL7 conversion

Remote management and monitoring from
a secure web-based application

Configurable proactive alerting

Centralized configuration GUI

Built-in code set conversion

Comprehensive message/activity logging

Log viewing tools to filter and display
message traces

Message resend (inbound/outbound)

Handles cardinality during message
processing

Database access (read/write/query)

XSLT (XML-to-XML) support

File Read and Write

Robust intuitive and integrated testing
tools

Web Services (HTTP) connectivity

XML support including custom XSDs

Highly available for continuous processing




Corepoint Integration Engine Architecture

As illustrated in the following diagram, Corepoint Integration Engine is able
to receive messages from a wide variety of external systems, modify the
messages and route them to other external systems. Throughout the
processing, Corepoint Integration Engine archives the message activity and

provides alerts when issues arise.

Communication — Manages
communications with
virtually any protocol while
supporting unrestricted
store-and-forward data flow.

Archiving - Keeps messages
in an organized manner for
review and future use and
automatically purges old
messages

conne chion.
Contol

External Systems — Corepoint
Integration Engine communicates with
and moves messages between the
TCP/IP connections, file systems,
databases, and applications that contain
data such as HL7 messages and XML

Configuring and Testing —
Flexible interfacing and the
ability to unit test each step

Alerting — Configurable
proactive alerting that
monitors and raises alerts

Message: Map and Route
- Modifies and prepares
messages to be sent to
other applications based
on message content

Details about the main areas of Corepoint Integration Engine
architecture are outlined on the following page.



Corepoint Integration Engine contains a core engine and various graphical user
interfaces that interact with the core engine. Corepoint Integration Engine contains

the following main functional areas:

Communication

Generate outbound messages and
acknowledgements

Manage inbound messages and
acknowledgements

Handle HL7 resends

Manage communication with
multiple applications

Support unrestricted and non-
blocking data flow

Resolve MLP implementation and
communication problems

Provide pre-configured sender and
receiver logic

Read, write, query, insert, and/or
delete data in an ODBC database

Store-and-forward message
persistence

Alert

Configurable alerts by day, time,
type of day, and connection.

Automatically monitor connection
states and related conditions, and
raise alerts when problems occur

Escalation of alerts based on
severity of problem

Display alerts in a secure web-
interface application

Send alerts via e-mail to pagers,
cell phones, etc.

Support for quick resolution of
alerts

Message: Map and Route

Use preloaded definitions of
messages, segments, fields and data
types for all HL7 2.X versions

Support 2.X messages, segments,
fields, and data types including

customizations such as Z segments

Process repeating fields, repeating
segments, groups of segments, etc.

Built-in code set conversion
Preloaded support for HL7 V3
Support for XML messages

Support for CCR, CCD, CDA, X12, and
DICOM messages

Handle one input message to produce
0-to-N output messages through

dynamic, content-based routing

Run HL7 conformance checks using
sample messages.

No coding or scripting required

Configure and Test

Perform all configuration tasks in a
single GUI with a streamlined work
flow

Allow user-defined variations in
messages; for example, making
segments optional, required or
changing segments or field sequences.

Validation check on defined HL7
messages

Configure alerts flexibly according to
time and severity thresholds

Test alerting components prior to
implementation



History stored in alert logs
including documented resolution

Archive

View message logs for each
connection by day, including
session, error, and alert information

View messages over a range of
days

Search for messages by message
content, history, and metadata
attached to the message

Edit messages easily, especially
useful in testing

Re-send messages to resolve
problems quickly

Store and view alert and resolution log

Configure message mapping easily to
reduce integration work

Define filter criteria such as ‘Only send
A04 and A08' and ‘Remove all
outpatients from data stream’ through
GUI-based tool

Point-and-click GUI to move data from
point A to B in a message

Print configuration files for clear
documentation

Completely re-format interface
message without writing any compiled
code or interpreted scripts

Test mapping operations in GUI
testing screen before using in a
running connection



Communication
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The communication layer of Corepoint Integration Engine manages all
communications with other systems while supporting an unrestricted store-
and-forward data flow. Corepoint Integration Engine can communicate with
virtually any protocol including TCP/IP, file systems, web services, and
databases while managing HL7 acknowledgement messages and resolving
MLP problems. Connections are configured remotely with an easy to use
graphical interface. This same interface provides the ability to remotely
monitor connection information and view system logs.

The communication functionality in Corepoint Integration Engine includes:

» TCP/IP Communication
» Creating Connections
» File Read/Write

» Connection Monitoring

»  XSLT



» Non-Standard MLP characters

» ACK Management

TCP/IP Communication

TCP/IP MLP communication is simple with Corepoint Integration Engine.
Define the connection’s role (client or server), the port the connection will
be using, and the framing of the message. Select the appropriate HL7
acknowledgement options and you have completed TCP/IP MLP
configuration.

55 TCP/IP Configuration ]
In the background COrGPOInt Integratlon | ﬂ TCP/1P: Client of localhost: 9000 using HL7 MLP
Engine: |

| Basic Configuration 2

. @ Client erver
» Supports real time TCP/IP MLP o
Server name/addiess: |localhost

Server Part: [3000 =

» Enables communication with
multiple applications ecomect

@ Unimitedtines € Upto [5 =3 el before o

Delay atlsast [5 == secondis] between reconnest attempts

» Uses unrestricted, non-blocking
dataflow to send messages

Message Framing

Inbound: |HL? Minimal Layer Protocal 4_‘_]*_“_‘_]
Outhound: [HL? Mirimal Layer Protocol | £l Heo: ___]

»  Fixes incorrectly implemented MLP
communication logic

Communication Callout

» Evaluates and manages inbound
acknowledgements (Send)

v X
0K Cancel I

» Generates acknowledgements
(Receive)

» Handles timeouts, resends, and
other communication issues

» Supports standard and nonstandard
communication logic

Creating Connections

Receiver, Sender and Bidirectional connections are created in seconds using
Corepoint Integration Engine Configuration. Connections can be monitored
and managed remotely through Corepoint Integration Engine
Administration.



To create a connection select the type of connection and enter the
minimum required information. The details are easily accessed for editing, if

required.
" Create a New connection
Type: | Receiver -
I Edit Receiver Connection App IB_AcmeHl... = 5 X |me
Z_R/’l the new connection
= : : name:  [Lab
Auto-start & L} T 2 s
Edit Collapse All Expand Al = Description jor, wil handie this/these message typels)
- ’ e hics [ADT) [ Charges [DFT) [~ Other
& g HL F: RM) u Schegdu\a (5L
[#-455 Sink Gear AFMDE Gear - App IB_AcmeHIS_ADT_0ORM Bl |_fsaents (D0 .
#:% ACK/Response: Send HLT 2.1 ACK, B Above: Enter minimum
=l Logging information to create

i@ Connection Log Files: raw
U Windows Event Logging: Connected, Mat Connected
u Delete Connection Log Files: Use Service Default [currently 14 days)
A0y lert Configuration: not enabled
¥ !& Queuing and Inter-ueue Transformation

tonfiguration

Server ot [5000 =]

connection.

left: View and edit
connection details.

Editing Canicel

Corepoint Integration Engine can write a message stream into a series of
uniquely named files. It can also read files from a local directory based on a
specified file name pattern (e.g., *.hl7 or mes*.txt) and then archive the files
once processed.

When paired with Corepoint Integration Engine’s base TCP/IP functionality,
this allows many uses, including turning a TCP/IP real-time message stream
into a set of files for testing, development or interfacing to non-real-time
applications.

Corepoint Integration Engine allows you to remotely, control and monitor
the engine from a secure web-based application. Because Corepoint
Integration Engine Administration is viewed in a web browser, the tools
needed to manage Corepoint Integration Engine and your HL7 connections
are readily available from any machine with safe access to the service
allowing for maximum flexibility.

Corepoint Integration Engine provides comprehensive, real-time
information about each connection. Some of the information displayed
includes:

The state of the connection, displayed by color and state column



How long it has been since a message has been sent or received,
displayed as idle time

How behind the connection is in processing data, displayed as queue

depths

Message delivery age, delivery rate, and time to clear up any
backlog

Active, resolved, and inactive alerts

Corepoint Integration Engine provides various views of the high-level
connection information including:

A connection chart, with all connection details in a chart format and

Connection chart
shows details
about the

connection.

Right: Connection
grid shows status
at a glance.

indications of the connection state by colored icons

» A connection grid showing connection states and alerts

» Various graphical formats
Connections Alerts Lags AZ Preferences

Connection Name (6 of 26) Queue Idle ime Backlog | Delivered Active Unresolved Errored Read Written Msgs Posted Msgs Posted Last Enqueue
Depths Age Alerts Alerts Msgs Msgs Msgs Inbound Outbound
E Ena [B_AcmaHIS_ADT_ORM 0-0 S0 0.6 = s 250 250 250 12/12/2008 15:33:23
&7 s 06 pietans o7 a- 220 130
B Eng OB_LIS_ADT_ORM @-dee 180
£hg 0B_RI3_ADT_ORM o-2m B T 117 21 140
H Eng OB_Rx_ADT 0-0 17,05 0.8 s 115 115 115
g Eng OB_WestClinic_ADT o-o 00:50:21 1z= 1s0
Nl s
Above:




XSLT

Plat Inforrmation | Messages Read

Eng IB_AcrmeHIS_ADT_ORM
Messages Read: 100

Eng OB_Dictary_ADT

Messages Read: 98

Eng OB_Rux_ADT
Messages Read: 46

Eng OB_LIS_ADT_ORM

fonnectiona  Aberls  logs  Prferemes
Messages Read: 45

Bl Indaremna men | Quess Depths v | Tiene Windew | 30 Minutes ¥

[C] & =) R ——

App OB_Armants_suti [

fa 10_Acenaiits_aoT_ons [

e OF_Dlatary_ADT

The graphs provide a

g OB_Fx_ADT

quick visual . S0 e
comparison of ....3 . c,., "“"‘:'“i
connection processing B — B

for the selected g W= R R W

information. Plat Infarmation | Queue Depthe | v | Time Windor | 30 Minutes v |

App 18_AcmeH1s_ADT_orM [

100
App DB_AcmeHIs_Multi
a0 Eng 18_acments_apT_orm [l
. Eng OB_Dietary_ADT

Eng 0B_LIS_ADT_ORM [

uno) abessan

40
Eng OB_RIS_ADT_ORM

20

o L
15:18:13 15/18:30 15:18:47 15:19:04 15:19:21 15:19:38 15:19:55 15:20/12 15:20:29 1520146 1521105 b5 RId iGeaiSADH 3

sample Time

View H|o ﬁ- ] Shaw Lea=nd

XSLT was defined by W3C as a standard method for transforming XML
documents. For legacy XSLT maps, Corepoint Integration Engine’s XSLT
gear provides a solution to perform XML to XML mapping. This XSLT gear
provides a set of Xpath expressions that invoke external XSLT maps. These
XSLT maps can be defined using a third party graphical mapper such as
Altova XMLSpy®. For custom or Version 3 XML documents, use Corepoint
Integration Engine’s standard XML message mapping functionality.
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Non-Standard MLP

ACK Management

Corepoint Integration Engine provides a simple way during connection

creation to configure for the use of non-standard characters. Therefore, any

character-based wrapping scheme is supported providing maximum

flexibility to deal with non-standard MLP implementations.

8 TCP/IP Configuration

% The Inbound Trailer cannot be empty

Basic Canfiguration

" Client & Server

Server Port: {5000 ......1:

Message Framing

Inbound: |Liser Defined ~| EditHeader

FIL7 Mirimal Layer Pratocel
Dutbound: *mm_mna

Communication Callout

]
K Cancel

L\J Edit Trailer. ]

Awailable Characters

Sequence

Above and Right:
Non-standard MLP
communications are
handled during connection
creation or editina

Ol
01
02

03

Nul byte

Start OF Header
Start Df Test

End Of Text

End OF Transmission
Enauiry
Acknowledge
Terminal bel
Backspace
Horizontal tab
Newiine

Vertical tab &

[HES

Corepoint Integration Engine allows for maximum flexibility in sending and

receiving ACK messages through the configuration of the sending and

receiving connections.

Right: The sending application can be

configured to:

Require an HL7 2.x response

Require an HL7 2.x ACK
response

Resend the message if the
response does not conform to

the
required ACK format

Resend the message if it does
not receive any acknowledgement

after a specified period of time
for a specified number of times

# ACKRospanse

Message Delivery Pacing
& Amak

before vering the

=

Diply the Wit con [T =2 smcond] aler smncking a mectage

© i o leant

Mrsernd ik

U verd {asks due 1o oo, e, o LY.

% Resend urdméed  © Flesendupin =

LT 2 Respursse
W Amgues snHLT 2xsmpones W et § sstpones i ol HLT 25
1 Fiacuion an WL 2.0 ALK, (=

v X
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ACKMespanse

Left: The receiving application

ALE Type 2 Send ACKS
7 HL7 2uMnsanges Send an HL7 ACK
¥ Ernd ACK

 SpedHLT 2w AT [ [ ACK Trigges Omit an ACK trigger
Send a static ACK string

Message: Map and Route

Route

Ve DeoNy CUSOnEs

Messages are modified and prepared for sending to other applications in
Corepoint Integration Engine’s message layer.

Corepoint Integration Engine’s message layer includes:

» Message Routing, Mapping and Filtering

» HL7 Support for version 2.x and 3.0

13



Right: Corepaint
Integration Engine
moves the height,
weight, and blood
type found in the ZND
segment into the DBX
segment.

HL7-to-XML-to-HL7 Conversion

Database Query, Read, Write

Native XML support including importing XSDs

Support for CCR, HL7 CCD, HL7 CDA, X12, DICOM and ELINCS

Code set conversion

Corepoint Integration Engine provides the ability to perform:

Routing: Dynamically transform input message to 0-n output
messages and then deliver messages to subscribing connections.

Filtering: Content based message filtering, such as only sending A04
and AO8 messages to the LIS and then only sending inpatients plus
outpatients with a hospital service of “breast center” to the RIS.

Mapping: Adjust message structure such as move data from Z
segments to the right place, modify data, select correct patient IDs,
change coded values, or allow a “strict” HL7 system to take a non-
compliant feed.

Edit Action List /App I1B_AcmeHIS_ADT_ORM

Ao Ay

' 7|R) Left: Corepoint

ﬁ’—? . @ Resources @ Document @3 Map [ Message [ Contral El Dat—clbasef |ntegration Engine
—B .  supports top-down
Line: |1 2 || Action - % ﬁ i 3 1 thinklng. The
Delete Edit Up Down | Addy |
e | implementer breaks
Desdipﬁon Test E the aCtion IiSt intO
= |

Description Application made - Inbound: Receive messages from AcmeHIS and update Fraplab applicatig IOg|CaI blocks Of

1 actions.
+-Load input message & get M5H fields ‘\
+- Extract data from input message using the appropriate Message Association ]
+- Query DB for existing patient record 3 Below: Corepoint
+- Determine the type of the i ing ge and perf the appropriate actions 1

Integration Engine
filters messages
based upon admit
type or patient class

P Y

LIS -- HL? |
MzgCreate HLAY 2 "2 3hemeHIS" "ADT-A01" as Zout "
" Send all patients except where wisit admit tppe 1z MEDLAB or patient class is 0 or R 4
" However, never send AD5 [pre admit] messages {

= IF [ZindP -4 [Admizsion Type] <> "MEDLAB"] And [Xin/PW1-2 [%atient Clagz] not match "01R") &nd [Zin/5H-3-2 [Triggerg
MzgTreeCopy Zind to Zout/ 4

+-Adjust patient ids to match scheme uzed by LIS 1
+-Map ZND data into OBX data :
O L e R U A PR

--Map admitted height/weight/blood type found in ZHD data into OBX zegments -
' Assume that date/time of observation is admit date/time % E
ItemCopy Zin/FY1-44 [Admit Date/Time] to $0B¥_DateTime J
IF [Fin/ZMD-1-1 [Feet] iz not empty] Then &IFZ-Segment Heightfeet exists, create OB=/ :‘
|F[#in/ZMND-1-2 [Inches) is not empty] Then /1EZ-Seament Height/inches exists, create OB/ 1
IF [FindZMD-2 [Patient Woeight] iz not emply] Then 2P Z-Seament Weight esists, create OB="/ |
IF [%in/ZMD-3 [Patient Blood Tepe] iz not empty] Then #IFZ-Segment Blood Type exists, create DBX“;':

i
i
i
i

o MsaSend Zoutte West Clinic 4




Corepoint Integration Engine supports all versions of HL7 as evidenced by:

Support for user-defined variations in HL7 messages
Configuration tools to reduce customer site integration

Adherence to standard HL7 file formats - message delimiters in each
MSH segment

Handling of non-standard HL7 formats

Inclusion of ASCIl or UNICODE character sets
Configurable Z segments and custom messages

Support for 2.X messages, segments, fields, and data types
Support for Version 3 XSDs and XML messages

Parsing repeating fields, repeating segments, groups of segments,
groups of groups, etc.

Corepoint Integration Engine can communicate with any HL7-enabled
application. The message format differences between “standard HL7"” and
the way a given vendor implements HL7 are handled effectively in
Corepoint Integration Engine. When you exchange messages with a variety
of healthcare applications, Corepoint Integration Engine allows you to
create and manage the differently defined HL7 messages.

| ! Derivatives

I.I Edit HL7 2.% Segment /Standards/HL7/V2/2.3/Misys/PID f
] 7K {
- -] - i
7 | - N T | }
= add | Remove EdlE‘H Up  Down ||Des {
Mew | Tools ¢ Fields 00001 Field Separator | -
21 3 ) — 1
29 3 Daseription Paticnt Ideniification 3
Lo 4 W Optiorsl [ Repestable |
+- AcmeHIs 3 |} Fields a | Seq |Len |DT |opt |Rei# | THI | Ttem | Element Name (Description)
P& _} 1+ st ) 0000 00104 SetId - Patient Id 3
¥ Eiter 216 o o 0000 00105 Patient Id (External Id) 3
EMR_Lab z ¥ a 3 o R ¥ 0000 00108 Patient Id {Internal 1d) 7
New 3 Tem - |Mame [8ls 1z o 0000 00107 Akernate Patient Id i
Affinity 5 00001 Field Separator “is 48 #PM R 0000 00108 Patient Mame: {
Alegra 3 0000z Encoding Characters & 48w o 0000 00105 Mother's Maiden Hame {
DOCHS 3 00003 Sendig Application 7 % TS o 0000 00110 Date Of Bith !
DiChart b 4 00004 Sending Faility 8 G Sex
Enic { 00005 Receiving Application a4 PN © ¥ 0000 ©00l2  Patientlias \
H%S lifeggs 1 00006 Receiving Faciity w1 o 0005 0013 Race $
- P 00007 DatefTimeOfMessage |11 106  XAD O ¥ 0000 0014 Patient Addvess :
|D>< } 00008 Security 1z 4 15 o] 0000 00115 County Code "
1D¥_Groupcast % 00009 Message Type l13 40w o v 0000 00116 Phone Number - Home }
LabCorp E. 00010 Message Control Id f14 40 xTM o v 0000 00117 Phone Humber - Business
1 0011 PracessingId lis s cEo06 0 0296 00118 Primary Langusge ]
224 / 000tz versionld §1s SR C O ¥ 0002 00U Marlkal Status {
Rt e Senienea Mimhber ¥z .= 150 IS nne, BOLSN . . Pplian A
Above: Corepoint
. . . . .
Integration Engine Above: Corepoint Integration Engine’s HL7 repository
stores the vendor or contains all HL7-defined messages, segments, fields and
provider unique data types. Users quickly leverage these base definitions by
definitions of the HL7 creating a modified message where only the changes made
messages that they use to HL7 by a given vendor are entered.
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Corepoint Integration Engine’s HL7-to-XML parsing software converts
inbound HL7 messages into XML documents before passing them on to
your application. Corepoint Integration Engine also converts XML
documents into HL7 messages, allowing you to send HL7 information to
your external healthcare providers or internal healthcare applications.

Corepoint Integration Engine:

Transforms logically tagged XML documents into fully parsed HL7
messages

Creates hierarchical XML documents from received HL7 messages

Provides XML schemas for 2.X HL7 versions

Corepoint Integration Engine has the ability to import custom XSD files and
use the message structure defined in the XSD to parse and encode the
messages. Additionally, Corepoint Integration Engine contains all the HL7
Version 3 schemas.

—
| Root element name
@ Type tree "Personal_Info"
PATIENT 3
- = i i
. Bl Find Findrisxt |
Type Tree Options Type Tree i
5 3
I Include namespace prefi L PATIENT ;
I Simplify mixed content n @NAME 3
@LAST_MAME 4
@FIRST_NAME
&= @0 #
View bype tree, . @AGE
@5ER i
Top level ELEMENT nodes @INDICATIONS 1
HOLTER_STATISTICS EMEDICATIONS i
PACED BEATS @00B ;
DOE_Ex
PALSES @008, f
PERIOD 3
RATE STATISTICA - . - b

Corepoint Integration Engine can read, write, query, insert or delete data in
an ODBC database. The database schemas are not “fixed"”, thus allowing
you to use your existing database, or design a new one. Extensive
debugging support allows viewing of database updates made while
processing a given message.
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Database interaction is @ L e [
accomplished through | ™ creoe = poanen

record set interaction
and the ability to

execute stored #/ Set Action List Options
procedures. e Hicapecriai

= Query DB for existing patient record
! L' Add an entiy to the Message History
MsgAddHistory Zin "Patient mateh Ciitera: MAN = %s. LastN ame|
#DBSelect comments=/
DBSelect AppPatientDFromDB matching $Patients.LastName $7

Focused on reliability,

. * If there were no rows returned by the DBSelect actiol
ease of debuggmg, | IF[3Patents PatiertD is ot empty) Then  /Found MAN Lastr

. A @ Ele /tiempl second matoh (MAN-DOEF/

and f|e|d maintenance, # Determine the type of the incoming message and perform
the database
interactions are
logically created and

flexible. o

Nebestfle lnaded s o LA e e e L PP S5 LSS L P S S

LNNRELE 5 Edit action: DBSelect

&[G @ s

< || Action E

DBSelect AppPatientIDFromDB matching $Patients.LastName
$Patients.MedicalRecordNumber

Line: 34

add | pel

Description Application mode - Inbound: Recelve messages from Acme

DataBase Association

Association: | sppPatientlDFromDB

Match Criteria

Kevs: [ $Patierts LastName
(| $Patients. BithD ate
v| $Patients. MedicalFiecardNumber

Result Order

Database Columns Order By

Above: Interaction with database tables
and stored procedures is quick and easy,
requiring no knowledge of SQL.

Code Set Translation

Corepoint Integration Engine fully supports code set translation which
allows the code set of one system to be mapped to the code set of another
system using a graphical interface. These correlations can then be used
during message mapping to easily convert or look up codes.

= Correlated

Above: Code set correlations allow for mapping of even different types of
code

sets — as shown above with a simple code set mapped to a qualified code
set.
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Alerting

A=h AL a\
oA
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Corepoint Integration Engine’s proactive alerting provides immediate
notification of any interfacing event that needs attention. This allows staff to
quickly respond to the issue without constantly manually monitoring the
system. Ultimately, issues are resolved more quickly — often before there is
a business or clinical impact.

The alerting functionality in Corepoint Integration Engine includes:

» Alert Configuration
» Managing Service Levels

» Alert Logging

18



Alerts are easily configured allowing complete control over which events
will trigger an alert. Configuration can be by connection, by day, and by
time. The alert sub-system can proactively monitor for any number of
events, where each event may have the following unique attributes:

Day and time of the event
Type of event:
= Message events (Send Fail, Error Message)

= Connection oriented events (Stopped, Not Connected, Idle, No
Response)

= Queue depth events
Severity of event required to create an alert
Escalation of alerts in the case of unresolved issues

E-mail notification in the case of an alert

Right: The Hospital
Alert Configuration has
different alerts for
different days as shown
on the calendars and

: different times of a
sarerig weekday as shown on
et the time bar.

BuEnTnE
Lt

Wi Hom Mkt

Alerts are automatically displayed in the secure web-based Corepoint
Integration Engine Management Administration application sorted by all
alerts, active alerts, or resolved alerts. In addition, the system can be
configured to send an e-mail to the appropriate staff when an alert occurs.

When conditions cause an alert to occur, it is displayed under the Active
Alerts column on the connection tab of Corepoint Integration Engine
Administration, on the Alerts tab, and on the connection grid as a caution
symbol. Alerts can be viewed and filtered by state (Active or Unresolved)
and by user for whom the alert is targeted (e.g., operator, engine manager,
or clinical application team).

19



Alert Logging

Corepoint Integration Engine Administration is also used to record
resolution to alerts. The resolution information is recorded in the alert log
to be reviewed in the future.

[ Alerts shown on the Connection Chart |

Connections ~ Alerts  logs  Preferences

Connection Name (9 of 9) 4  Queue Depths Idle Time Active Alerts Unresolved Aler

u App OB AcmeHIS Multi 0-0

u Eng I8 AcmeHIS ADT ORM 0-0 00:00:01 g i

u Eng OB Dietary ADT 0-0 00:00:06

m Eng OB LIS ADT ORM 0-0 00:00:0%

u Eng OB RIS ADT ORM 0-78 00:00:10 | /A 2 E i

u Eng OB Rx ADT 0-62 _!_ 2

W\ Eng OB WestClinic ADT 0-0 02:05:42 Alerts shown on the Connection Grid
D OB file gear ADT 0-0

The Alert tab shows the alerts and has the option to resolve

Connections  Alerts  logs  Preferences {
i

Filter By Tag | <show All> v | Alet Typz | <Show All> | v Connection | <Show all>

Connection Name (7 of ia | Type Threshold Filter Tag Active Unresolvec When Al:h'vaf‘r

Eng I8 AcmneHIS ADT ORM MessageErrore: E 04f25/2008 1%

Eng IB AcmeHIS ADT ORM MessageErrore: g 04/25{2008 1§

Eng OB RIS ADT ORM QueueDepth 75 {37 Operator ‘L\‘ T—

Eng OB RIS ADT ORM QueueDepth 25/ 15 Operator i

Eng OB Rx ADT NotConnected 0:01:00 Operator A

Eng OB Rx ADT NotConnected | 0:05:00 Operator A 04/25{2008 1

Eng OB Rx ADT QueueDepth 25/ 15 Operator i 04/25/2008 1,

Above: Corepoint Integration Engine Administration shows the alert
on the Connection and Alert tabs and the connection grid.

All alerts are logged in Corepoint Integration Engine providing a history of

alerts and resolution taken to resolve the alerts. Corepoint Integration
Engine creates a log that contains each alert and resolution for each
connection.
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Archiving

Archiving Logs

cation:
communt
Send and RecelV®

prchive .

Review
and

Rresu®

mit

Corepoint Integration Engine archives every message that flows on each
connection. Corepoint Integration Engine’s logging feature allows for:

» Archiving Logs
» Message Resends

» Log Maintenance

Corepoint Integration Engine logs messages that flow through each
connection. The logs are automatically sorted per-connection and per-day
for easy review. Within Corepoint Integration Engine Administration the
logs can be sorted by date, connection, and log type. Message data,
history, and meta data can be viewed for each message. Messages that fail
processing are stored in a special file in addition to the connection log file
for review, repair, and resubmission.
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Messaging Trends

| (¥) Eng 1E_AcmeHIS_ADT_ORM

l:-i-' =L Logging
Connection Log Files

Windows Event Logging

Page 1 of 1 ] Track End of Fil= LY |

Time 1 Type Data
2008/05/30 11:45:22,082 message received | MeoConnecTCP Recsived from 127.0.0.1 (localhost) /£ 2374

2008/05/30 11:45:22.513 message sent

Log an Event when this connection is
2008/05/30 11:45:25,707

[ starting W stated | Snngsossan 11:4528 671

&
%

2008/05/30 11145:25,607 & message received | NeoGonnectTCR Received from 127.0,0.1 (localhast) / 2374
% message sent b

message received  MeoConnectTCP Received from 127.0,0,1 (localhast) / 3874
[ connecling [” connected zoos/os/so 11:45:22.772 % message sent

v not connected Iv send faile

[~ stopping i

B MEH| - g | AcweHIS | Stdohn | ADT| Stlohn | 200805301145258 | |ADTAAD3 |MSGIDZ0080530114528 P2, 3

b EVIH | 403

b PID | 1120011 | Tones*John**Mr. | 119670824 M | 123 West St.**Denwer*COS002Z0*USA[11]]1]

b PVl xxx | T Main®302410 11 1 1111*0uacker*Jobm [ LITPLLOOECDTTLEEEITTEEEEEER T I T I 120080530112

Select all Unselect §

Delete Connection Log Files [ ] I} I

[ Message ' Mex View | Edit Message | Mistory | MetaData |

v X - -
0K cCancel I
Time Action Data
ZO0S/05/30 11:45: 28,671 Created Created
2008/05/30 11:45: 28,671 Walue Set MeoMessage Set value
2008/05/30 11:45: 28,671 Received MeoConnedTCP Received from 127.0.0.1 [lo
2008/05/30 11:45: 28,671 Saved MeoMessage Save
2002708712 21126:152,687  Loaded MeoMessage Loaded
L Message I Hex View Edit Message ' History I Meta Data L

Above: In addition to message logging, Corepoint Integration Engine logs
connection state changes per your specification during connection creation
which can be viewed on the History tab. This allows you to maintain the
desirable amount of history for each connection.

Corepoint Integration Engine allows you to view the logged information in a
graphical format to see messaging trends for a connection. The graphical
format allows you to graphically compare messages received, messages
sent, messages delivered, messages errored, queue depths, delivered age,
inbound processing time, and outbound wait time for the connection.
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Log Files rawenil L] Activity Graph O

Connection

State
40

12/12/2008 14:43:05

A J

14:44  14:47  14:50 14:52 1456 14:59 15:02 15:05 15:02 15:11 15:14 15:17 15:20 15:23 15:26 15:29 15:32 15:35 15:38 15:41

ANVAN

Tirne

B [V Msgs Received 1| V] Msgs sent 1| [¥] Msgs Delivered(dequeusd) || Msgs Errored

B ] cueve pepth | (V] Delivered Age ] 18 Proc Time ] oB wait Tirme i
e -

e T T sk

16z

1.4z

1.2s

1.0s

0.8s

0.6 s

0.4z

0.2s

0.0 s

12/12/2008 17:05:42

Above: A quick glance at a connection graph reveals that the delivered age
of messages spiked three times but the connection quickly caught up each

time and the queue depth was relatively low the entire time so this

connection is keeping up in spire of message number peaks.

Using Corepoint Integration Engine’s logging features, message, error, and

alert logs are easily viewed.
Corepoint Integration Engine provides the ability to:

Track a message throughout the system

Know exactly when a message was sent, received and

acknowledged, and what information the message contained

Easily troubleshoot communication problems

View message body in text, tree, or hex form

View a graphical representation of data flow for a connection

Edit messages for testing and resubmission purposes

View a date range of logs for message load trending

Corepoint Integration Engine provides the ability to resend messages. The
value of this very powerful feature is quickly realized when messages must

be reprocessed due to an ancillary system issue or reload.

Corepoint Integration Engine automatically deletes log files that reach a
configured age. Corepoint Integration Engine provides the ability to
configure what time the log file maintenance is performed, a different

number of purge days for different types of logs, and how verbose the
logging information is. Additionally, the number of days logs are kept can

be configured separately by connection.
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Configuration and Testing

Corepoint Integration Engine aids in the development of quality interfaces
by allowing detailed configuration and testing of those interfaces with the
following features:

» Message Format Conformance Checking
» Configuration and Testing of Business Rule Logic

»  Support for Production and Test Environments

w - ‘:1.". -
1 ‘ AN By -
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In addition to allowing you to define different message formats for different
healthcare partners, Corepoint Integration Engine also serves as a testing
tool to check conformance between messages received from an external
healthcare partner and the expected message format.

Py Edit HL7 2.x Message '/Standards/HL7/V2/2.3/LabExample/ADT-AQT - ax
s/

& > 2 4 3 2
Sadpegy A0C T add ‘gmuP scd | Remove Edit.. Up Down |[Description | Test

Description ADT message - ADT/ACK - Admit/visit notification

(O Optional O Repeatable O Both (2) Neither

g ________________________________________________B
&
g EwN
S| PID
@

[PD1]

{ [ME1] »

PYV1

[pv2]

{[DE1]} v
; Test x

> % r

Run  Messages to validate ~ Options... Filter messages by error - Fixall..

|E Conformance summary v | Message |Conforms |~ | Conformance errors [Error type |
Errors ITvne |M99939F‘-5 | 00001 yes There are no items to show, i
OBR: Unexpected segment Unexpected se.., 7 00002 yes
ORC: Unexpected segment Unexpected se,., 7 00003 yes
PID: Segment in the wrong order  Wrong order 7 00004 ves v i
PY1: Segment in the wrong order  WWrong arder 7 — —
#1- MSHI™%&AcmeHI 55t ohnlaD TISt ohnl 20060307 105337140 T AN MSGID 20060307 105337F12. | [+ MSH
ZMD <unknown segrments Unknown segrm... 2 1 EVNIADT 1 EVN
+1- PIDIN 2007 Wones™lohn ™ Mr [T3670822MIN 23 West St ™" Denver™C0 80020 LS +-FID
- Py TlIMain 802" 111111 Quacker ™JahnlIPII ININI20080307105937) # P
< >
e e s SRS

Above: Of the 36 sample messages, six conformed to the “LabExample”
message format. The Conformance summary pane details the reasons for
nonconformance and how many messages were affected by each issue.

Once the errors in the messages have been identified, Corepoint

Integration Engine provides the ability to edit the messages or the
expected format and resend to test again.
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Corepoint Integration Engine provides the ability to configure business
rules to use in the mapping, filtering, and routing of messages without any
programming. Additionally it provides a method to instantly test the
configured business rule logic with sample messages to confirm that the
business logic is correct before putting it into a test or production
environment.

G fmosves W ooment MM [Messge  J Cowsl (d Oambese

A - #
Delete it Down  Addsspess Fnd  Font® |Desm

+ et Action Lisl Optisnn

# Load input meesage L get MSH hields

+ Exlract dala hum inpul mersage wreg the appropnate Mevsage Arvocabon.

4 Guery DU or existing palsnt sweord i
. ype ol the appioprrale acton

Corean |V e B

Sl ol

e [ Wegiimer produced: Metiags & Fok ADT tr GRN
ak 001
oo e o [ ————— T .l "
& MEHT —UACmeHIE A chria | E\ohr 05T 11487 A0 | A FEGID 0TS 1SR | MM = BT ST 18T §
o Eviasi L
| 1 PR 0T B by M 1S5 PRAZEMIN 2 e 0 Do "1 BN LISA 1
11 Gk obo 8 PR IS 371 51 | 1 P b 02 Y11 D ST TSV 14518 }

Above: After the test file of sample messages is run through the action list
containing the business logic, the Test pane shows the history, original format, and
modified format for each message and a summary of all messages, providing
confidence in the actions taken by the logic.

In addition to unit testing for message formats and business rule logic,
Corepoint Integration Engine provides support for a test environment so
the entire system can be tested prior to affecting actual healthcare
messages.

Corepoint Integration Engine provides the ability to export all the
configuration elements into a single file that can be imported into another
system to exactly duplicate the test environment. If there is a database
involved in your environment, you can change all the database interactions
with only one small modification. These features provide an efficient
method of maintaining test and production environments.
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Corepoint Integration Engine can be used to:

Provide a hospital, imaging center, clinic, lab, ASP or other facility a
core interface engine

HL7-enable a commercially or internally-developed clinical
application

In both scenarios, Corepoint Integration Engine provides a powerful tool to
manage all communications with virtually any protocol while supporting
unrestricted data flow. In support of that communication, Corepoint
Integration Engine provides robust mapping and routing functionality that
allow for modification and preparation of messages to be sent to other
applications based upon message content. During processing, Corepoint
Integration Engine archives all the message activity for easy retrieval and
recovery and constantly monitors for any conditions that might affect
message delivery. All the powerful functionality of Corepoint Integration
Engine is configurable with easy-to-use GUI application that provides for uni
t testing of each part of the interface.
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Corepoint Health solutions deliver interoperability for healthcare organizations and
simplify the complexities of healthcare data through practical software applications,
consulting and training. Our innovative and proven software solutions leverage clinical
data flow efficiently for a diverse group of healthcare entities including hospitals,
imaging centers, laboratories, clinics and healthcare vendors. This next generation
approach to healthcare data and streamlined workflow is where Corepoint Health
specializes in helping customers discover the power of integration.
www.corepointhealth.com

Corepoint Health

6509 Windcrest Drive
Suite 160B

Plano, Texas 75024
469-229-5000
info@corepointhealth.com
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